Towards Autonomic DDoS Mitigation using

Software-Defined Networking

Rishikesh Sahay, Gregory Blanc, Zonghua Zhang, Hervé Debar

Telecom SudParis, Institut Mines-Télécom

- N 3
Attack Category Break-Out ISP controller customer controller
, , Policy Security
0% ® 61% \Volumetric Path Lookup €= Engine € AP l¢ 5 Detection

60% —

50%

Flow Policy
Statistics Engine
Collector

® 24% Application-Layer & Engine [ 3
20% State-Exhaustion 2 \
Flow — '_O‘Ftac!( Alerts
Label API Mitigation .

40%

A
l ISP network

data plah

30%

Survey Respondents

20%

10%

Access

' Customer
7/

- Network
} sinkhy

0% _ dataplane

Motivation
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- Framework is built on the following assumptions:
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Use Case Self management properties make it possible to
achieve autonomic DDoS mitigation:
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