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Abstract—This paper proposes a cognitive method
with the goal to get end users into the habit of checking
the address bar of the web browser. Earlier surveys
of end user behavior emphasized that users become
victims to phishing due to the lack of knowledge about
the structure of URLs, domain names, and security
information. Therefore, there exist many approaches
to improve the knowledge of end users. However, the
knowledge gained will not be applied unless end users
are aware of the importance and develop a habit to
check the browser’s address bar for the URL structure
and relevant security information.

We assume that the habit of checking the bar will
improve educational effect, user awareness of secure
information, and detection accuracy even in the case of
sophisticated phishing attacks. To assess this assump-
tion, this paper conducts a participant-based exper-
iment where 23 participants’ eye movement records
are analyzed, and observes that novices do not tend
to have the said habit. We then consider a way for
them to acquire these habits, and develop a system
which requires them to look at the address bar before
entering some information into web input forms. Our
prototype named EyeBit is developed as a browser
extension, which interacts with an eye-tracking device
to check if the user looks at the browser’s address bar.
The system deactivates all input forms of the websites,
and reactivates them only if the user has looked at
the bar. This paper shows the preliminary results of
our participant-based experiments, and discusses the
effectiveness of our proposal, while considering the
potential inconvenience caused by EyeBit.
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I. INTRODUCTION

Phishing is a fraudulent activity defined as the acquisi-
tion of personal information by tricking an individual into

believing the attacker is a trustworthy entity [1]. Phishing
attackers lure people through the use of a phishing email,
as if it were sent by a legitimate corporation. The attackers
also attract the email recipients to a phishing site, which
is the replica of an existing web page, to fool them into
submitting personal, financial, and/or password data.

There have been many participants-based studies to
understand decision patterns of end users while the fun-
damental problem in phishing is the fact that they are
deceived. According to Dhamija [2], some participants do
not look at browser-based information such as the address
bar, the status bar or the security indicators, leading to
incorrect choices 40% of the time. Instead, they consider
various other criteria while assessing a website’s credibility.

In our previous work [3], we asked 309 participants
the reason of their decision. The participants browsed 14
simulated phishing sites and six legitimate sites, judging
whether or not the site appeared to be a phishing site, and
answered the reason for their decision via a questionnaire.
The results showed that experts tended to evaluate a
site’s URL and/or browser’s SSL indicator rather than
the contents of a web page to judge the credibility of
the sites. Conversely, novices, who often failed to decide
rightly, received strong signals from web contents only
while. Due to the nature of phishing, the web contents
are quite similar to what is displayed by a legitimate site,
leading novices to fall victims to the phishing trap.

It can be naturally assumed that checking the browser’s
address bar is beneficial for end users to be aware of phish-
ing. The reader should note that modern web browsers
do show the website’s URL and security information in
the address bar. Even the knowledge of URL and security
are also important for phishing prevention and are the
strong motivation for seeing there, the both of them could
not work before the users did not see the bar. This



paper assesses this assumption with a participant-based
experiment in which 23 participants are shown with 20
websites, and asked to determine which ones are phishing
while having their eye movement monitored. Based on our
experiment, it might be reasonable to consider that novices
do not have the habit of visually checking the address bar.

According to these results, this paper then explores
new mechanisms for the users to acquire the habits of
checking the address bar while assessing the credibility
of a website. Our idea is to enforce them to look there
first, before entering any information to web input forms.
Our proposed system, named EyeBit, is implemented as
a browser’s extension, and interacts with an eye-tracking
device. EyeBit deactivates all input forms at the beginning
of browsing, and activates the forms when it confirmed
that the user gazed the address bar. For our preliminary
evaluation of EyeBit, we called ten participants to test if
they got a habit in checking the address bar.

To this end, this paper makes the following contribu-
tions:

e  We present an approach to counter phishing tac-
tics, that we argue significant benefit for getting
into the habit of secure web browsing.

e We propose EyeBit which forms the habit of
checking the address bar for safe browsing in sec-
tion III-A. To the best of our knowledge, this is
the first attempt at making end users to acquire
habits for phishing prevention.

e We assess our assumption (“checking the browser’s
address bar is beneficial to end users in making
them aware of phishing”) through a participant-
based experiment in section I1I-B.

e We design EyeBit in consideration of cognitive
aspects, and then implement a prototype of Eye-
Bit as an extension for Chrome web browser in
section III-C.

o We evaluate the effectiveness of seeing the ad-
dress bar with an eye-tracking camera in a within-
subject experiment. The implementation is demon-
strated to show the effectiveness of getting the
habit in section III-D.

e  We observe that the inconvenience caused by Eye-
Bit is negligible in section IV-A.

II. RELATED WORK
A. Behavior of end users

The targets of phishing attacks are end users, so there
were various contributions to analyze end users and their
activities. According to an analysis report of 2,684 people
by Fogg et al. [4], 46.1% checked the design look and feel of
a website and 28.5 % used website structure of information,
when people assessed a real web site’s credibility. Ye et
al. [5] also stated that end users would convinced by the
content of HTML and URL, regardless of checking SSL
padlock icons.

According to Kumaraguru et al. [6], there were the
difference in the model for making trust decision between
novices and experts. In comparison to experts, novices
were sensitive to superficial signals when they made trust
decision. Novices also ignored some signals such as SSL,
address bar, and so on, where experts received these
signals. Dhamija et al. [2] reported their participant within
tests for identifying phishing sites. They found that phish-
ing caused of lack of knowledge. For example, partici-
pants thought www.ebay-members-security.com belongs to
www.ebay.com due to the lack of system knowledge. Also,
many participants did not understand security indicators.
They did not know that a closed padlock icon in the
browser indicates that the page they are viewing was
delivered securely by SSL. Even if they understand the
meaning of that icon, users can be fooled by its placement
within the body of a web page. They also found that the
best phishing websites fooled 90% of participants. The
URL of the site is “www.bankofthevvest.com”, with two
“v”s instead of a “w” in the domain name.

Wu et al. also measured the effectiveness of security
toolbars, which informs end users that they are visit-
ing phishing sites [7]. They tested three types of secu-
rity toolbars, namely, Neutral-information toolbar such
as NetCraft Toolbar [8], SSL-Verification toolbar such
as TrustBar [9], System-Decision toolbar such as Spoof-
Guard [10]. Each of the three security toolbars was tested
with ten participants, and they browsed both phishing
sites and legitimate sites with one security toolbar, and
they also classified the site was phishing or not. Wu et al.
concluded that all toolbars failed to prevent users from be-
ing spoofed by high-quality phishing attacks. Users failed
to continuously check the browser’s security indicators,
since maintaining security was not the user’s primary goal.
Although users sometimes noticed suspicious signs coming
from the indicators, they either did not know how to
interpret the signs or they explained them away.

B. Fuilure analysis

The root cause of social engineering is human errors;
the targets failed to behave or understand against attacks.
Failure analysis is the process of investigating the reason
of failure. Its process also collects and analyzes data, and
develops methods and/or algorithms to eliminate the root
causes of the failure. Zahran et al. [11] summarized the cat-
egorization techniques for such analysis and introduced the
component-based categorization; the failure can be caused
of the components of information systems, namely, hard-
ware, software, communications networks, people, data
resources and organization. The analysis of human error
is also important part in cyber security. Especially, the
interface studies investigated the reasons of users’ mis-
judgments [12]. Based on their subjects experiments, they
clarified the mental model of users and indicated the way
for improving the user interfaces.

In the context of the people in enterprise, human
factors were analyzed to mitigate risks in the organiza-
tion. According to Hawkey et al. [13], [14], challenges of
IT security managements were classified into technical,
organizational, and human factors. To understand human



behavioral model, Parkin et al. [15] showed five behavioral
foundation, namely cultural, ethical, temporal, mindset,
and capability difference. Based on the foundation, they
developed ontology which aims at maintaining compliance
with ISO27002 standard [16] while considering the security
behaviors of individuals within the organization.

Alfawaz et al. [17] classified the characteristics of orga-
nizational subjects involved in these information security
practices. They analyzed the participants’ activities and
categorized individual security behaviors into four modes,
(i) Knowing-Doing mode, (ii) Knowing-Not doing mode,
(iii) Not knowing-Doing mode and (iv) Not knowing-Not
doing mode. Term "Knowing” means that the participants
know the organization’s requirements for information secu-
rity of behavior and have security knowledge. "Doing” also
means that they are doing the right behavior. The cases of
(i) and (iv) said that the participants (do not) know the
requirements and (do not) have the knowledge, therefore,
they are (not) doing the right behavior. The example of the
mode (ii) is that the participant is unaware of the require-
ments, but asks someone before taking certain actions. The
mode (iii) is serious, that the participants do not perform
the right behavior even they know the requirements. The
root causes of the mode (iii) is regarded as stressful events.
Basically, people have a limited capacity for information
processing and routinely multitasks [18]. They tends to
conserve mental resources; full attention is for few tasks
and decisions.

The earlier researches can be summarized that under-
standing both the personal knowledge and his/her internal
mental processes are necessary for thwarting the impact
of human error. There are many approaches to reduce the
human errors, and this paper focuses on habits of security.
Trustworthy computing habits can maximize opportunities
that the knowledge works efficiently. It must be noted that
the habitual action is often performed under unconscious.
Regardless of the stress, habits have possibilities to im-
prove the chance to exert the knowledge for end users.

C. Cognitive analysis

Cognitive psychology is the study of relationship be-
tween internal mental processes and observable behavior.
To address the problem in the observation, this paper
refers to the evaluation of cognitive methods for supporting
operators studied by Groojten [19] in which the following
criteria were formulated.

e Sensitiveness to workload changes.

We need to employ the behavioral observation
methods that can estimate the internal mental
model. The methods might also leverage the col-
lected information regardless of the Fear of Nega-
tive Evaluation (FNE) [20]; observations are often
affected by FNE, in which some of people will con-
ceal their human errors. In fact, disclosing mistakes
often damage their own self-image and professional
standing.

e Obtrusiveness for the operator.
The observation should not take much effort to
start collecting data or disturb the handling of

people during the tasks performance. Furthermore,
people will not carry implants or needles or other
devices which may hurt them in any way.

e  Availability of equipment.
The observation should employ the method which
is easily applicable to people. Within the context
of phishing prevention, the methods should be
available while users are browsing. Non-contact
devices might be preferred.

Based on the requirements, this paper explores the
suitable methods. Brain activity [21], heart measure, and
blood pressure [22] are feasible due to the sensitivity to
workload changes, but they tend to require much obtru-
siveness for people. Contrastively, Facial expression [23]
and Gesture recognition [24] were often affected by FNE.

We speculate that the following research domains that
might be helpful for the observation.

o Eye Movements.

Research on experimental psychology has evi-
denced a strong link between eye movements and
mental disorders [25], [26]. Leigh et al. [27] clas-
sified the eye movements into four categories,
namely Saccades, Fixations, Smooth pursuit move-
ments, and Vestibulo-ocular reflexes. In the con-
text of mental model, Irwin et al. showed that
the mental rotation is suppressed during the
movements [28], and Tokuda [29] showed that
mental workload, the indicator of how men-
tally/cognitively busy a person is, can be esti-
mated from saccadic intrusions. In addition to
that, recent eye-tracking devices also support non-
mounting monitoring as well as head-mount mon-
itoring.

e Facial Skin Temperature.

Variation of facial skin temperature has received
some attention as a physiological measure of men-
tal status [30]-[32]. According to Genno et al. [33],
their experiments showed that temperature change
in nose area when subjects experienced sensations
like stress and fatigue. Furthermore, the thermog-
raphy, when combined with other modes of mea-
surement provides a highly automated and flexible
means to objectively evaluate workload [30].

In this paper, we decided to employ eye movements-
based observations by following reasons. At first, our mo-
tivation is to let end users to get the habits of investigating
the browser’s address bar; an eye-tracking is a straight for-
ward way for observing users’ behavior. The second is that
monitoring eye movement will not significantly penalize
users’ convenience according to the above consideration.
We also expect the eye-tracking for recognizing mental
anomalies to reduce impact of human failure.

III. EYEBIT: EYE-TRACKING FOR PHISHING
PREVENTION

This section introduces EyeBit, a system for end users
to get into the habit of checking the surrounding area



of the browser’s address bar while assessing a website’s
credibility. Section III-A summarizes the overview, and
Section III-B assesses our assumption, that is, checking
the browser’s address bar is beneficial for end users.
Section III-C presents the design and implementation of
EyeBit , which is evaluated in Section III-D.

A. Overview

In this paper, we speculate that the habit of checking
the address bar plays an important role in safe browsing.
The key idea is to require end users to look at the browser’s
address bar before entering anything into the web input
forms.

According to Dhamija [2] who studied the reason why
novices fall victims to phishing, phishing is often successful
when there is a lack of knowledge about domain names (in
order to differentiate between URLs), about security infor-
mation, or lack of attention to this information. However,
modern social engineering attacks attempt at affecting
victims’ composure. For example, a phishing email states
“your account was locked because you violated the terms of
service” which will prompt the victim to immediately click
an URL placed below and presented as a way of recovery.
From a psychological aspect, the victims’ primary concern
is about their locked account, and not security, leading the
authors to invalidate security education as not sufficient,
in that case, to prevent phishing.

To improve the acquisition of security education and
knowledge, the habit of looking at the bar might be rea-
sonable. The advantage is that this habitual action is often
performed unconsciously. Even if the primary concern
of the end user is not security, the habit would work
like a conditioned reflex action. The habit also improves
the chance of being aware of security information. Since
modern web browsers show the website’s URL and related
security information in the address bar, the surrounding
area of the browser’s address bar shows good signals for
phishing detection.

We therefore develop EyeBit, a system for enforcing
phishing prevention habits. Based on eye-tracking tech-
nologies, EyeBit monitors if users see a particular portion
of the screen. Failing to look at the address bar will
deactivate parts of web contents in which users can input
their personal information.

B. Assumption

In this section, we want to examine the assumption that
checking the browser’s address bar is beneficial to end users
in making them aware of phishing. In order to assess if gaz-
ing the address bar improves the accuracy, we performed a
participant-based experiment to monitor an end-user’s eye
activity. It must be noted that our experiments must not
collect and/or analyze personally identifiable information.
The experimental design, concept and methodologies for
recruiting participants are also explained below.

1) Recruitment of participants through a poster adver-
tisement at a college campus.

2) Explanation of our experiment to the participant.

e  Our purpose is to observe the user’s activity,
in particular with respects to assessing the
credibility of websites.

e  Our goal is to develop security mechanisms for
protecting users from phishing.

e Before the experiments, each participant will
be asked his/her age and sex.

e During the experiments, each participant will
be monitored by an eye-tracking device, and be
shown 20 websites. Their activity will be mon-
itored, and they will be asked if each website
seems to be phishing or not. They will also be
asked the reason of their decision.

e  Collected data consists of the participants’ age,
sex, decision result, decision criteria, and eye-
tracking data.

e C(Collected data is shared with both European
and Japanese research members.

3) Display of 20 website screenshots, including legitimate
websites and pseudo phishing sites.
In the experiment, the phishing sites are not real
phishing sites to avoid information leakage. Instead,
our participants are presented with 20 screenshots of a
browser that rendered the websites. These screenshots
were taken on Windows 7 equipped with IE 10.0.

As shown in Table I, we prepared twelve phishing sites
and eight legitimate ones for the test. In comparison, a
typical phishing IQ test [2] presented participants with 13
phishing sites and seven legitimate ones, so the ratio of
phishing sites over legitimate ones is quite similar to ours.

In this experiment, we recruited 23 participants to
observe their eye movement. The volunteers were mainly
males in their twenties. With their consent, their eye
movements were recorded by our prepared eye-tracking
device, Tobii TX300 [34]. It needed calibration procedure
for each participant.

We observed that the participants who rely on the URL
of the website would fail to flag websites 5, 14 and 17, since
these sites had almost the same URL as the legitimate
sites, except for one letter. The URLs of the websites 7,
12, and 19 contained a legitimate-sounding domain name.
Website 20 was legitimate but the domain name of this site
had no indication of its brand names. For participants who
tended to rely on security information of browsers, websites
11 and 20 might be difficult to assess because although
they were phishing sites, they presented participants with
a valid SSL certificate. Conversely, websites 6 and 9 were
legitimate but did not employ valid SSL certificates though
they required users to login. Of course, since our prepared
phishing websites were lookalikes of the legitimate ones,
it might have been more difficult for the participants who
relied on web contents.

Fig. 1 and 2 show typical eye-movement records on both
phishing and legitimate website, for a novice and an expert
respectively. Circles denote fixations, and the numbers in
the circles denote the order of the fixation. In the phishing
case, the novice looked at the web content but ignored the



TABLE I: Conditions of each site used for recording eye movement

# Website Phish Lang  Description
1 Google no JP SSL
2 Amazon yes JP tigratami.com.br, once reported as a compromised host
3 Sumishin Net Bank no JP EV-SSL
4 Yahoo yes JP kazuki-j.com, once reported as a compromised host
5 Square Enix yes JP secure.square-enlix.com, similar to legitimate URL
secure.square-enix.com
6 Ameba no JP non-SSL
7  Tokyo Mitsubishi UFJ Bank yes JP bk.mufg.jp.iki.cn.com, similar to legitimate URL bk.mufg. jp
8 All Nippon Airways yes JP IP address
9 Gree no JP non-SSL
10 eBay no EN EV-SSL
11 Japan Post Holdings yes JP direct.yucho.org, SSL
12 Apple yes EN apple.com.uk.sign.in...
13 DMM no JP SSL
14 Twitter yes JpP twittelr.com
15 Facebook yes JP IP address
16 Rakuten Bank yes JP vrsimulations.com, once reported as a compromised host
17 Sumitomo Mitsui Card yes JP www.smcb-card.com, SSL
18 Jetstar Airways no JP SSL, non pad-lock icon by accessing non-SSL content
19 PayPal yes EN paypal.com.0.security-c...
20 Tokyo-Tomin Bank no JP 3rd party URL www2.answer.or.jp, EV-SSL

(a) Novice

oney to friends
ST P

Own a business? Open a Business Account

i

Buy into being safer Sell in fewer steps

Transfer money to friends

(b) Expert

Fig. 1: Eye-tracking in phishing website

browser’s address bar while assessing credibility, as shown
in Fig. la. Since the text and visual in phishing sites are
quite similar to the ones in legitimate sites, he failed to
label the phishing site correctly. In the legitimate case, he
also only paid attention to the web content as shown in
Fig. 2a. In contrast, an expert tends to evaluate the site’s
URL and/or the browser’s SSL indicator rather than the
contents of the web page to judge the credibility of the
sites, as shown in Fig. 1b and 2b.

We then analyzed the detection accuracy of partici-
pants who looked at the address bar and those who did not
look, respectively. The results were shown in Fig. 3, where
he blue bar denotes the average rates for the participants
looked at the address bar of the browser, and the orange
bar denotes that for the participants did not look at the
bar.

Out of the 331 times the bar was gazed, 89 (26.9%)
misjudgments were observed. In the phishing websites case,
the participants looked at the bar 200 times in total,
which occurred 61 (30.5%) false negatives, i.e., labeling

phishing as legitimate. In the legitimate websites case, they
looked at the bar 131 times in total, which occurred 28
(21.4%) false positives, i.e., labeling legitimate as phishing.
In contrast, the average error rate was 41.1% (53 out of
129), the false negative rate was 56.6% (43 out of 76),
and the false positive rate was 18.9% (10 out of 53), when
participants would ignore the address bar. The average
error rate and false negative rate indeed decreased when
the address bar was checked, although experimental errors
might have occurred due to some possible offsets caused
by the eye-tracking calibration procedure. The increase of
the false positive rate seems to be marginal. We therefore
considered that our assumption, i.e., checking the browser’s
address bar is beneficial to end users in making them aware
of phishing, is reasonable.

C. Design and implementation

Based on the assumption described in Section III-B,
we implemented EyeBit, a system which enables novices
to get into the habit of checking the address bar. The
requirements of EyeBit are as follows.
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Fig. 4: The architecture of EyeBit

e Web inputs control.
It must have functions to activate/deactivate web
input forms. EyeBit deactivates all input forms, at
first. When it detects that the user has checked
the browser’s address bar, all input forms are then
activated.

e Eye-tracking capabilities.
It must interact with eye-tracking devices, and
identify that the user has looked at a particular
portion in the web browser with certainty. It also
should provide interfaces to obtain an end user’s

eye position from third-party developed applica-
tion.

e Address bar localization.
It should be able to locate the address bar within
the screen.

The architecture of EyeBit is shown in Fig. 4. It consists
of (i) an eye-tracking module, (ii) a browser extension
module, and (iii) a control module. In order to meet
the requirements, we implemented EyeBit as a browser
extension. The module deactivates all input forms at first,
and then activates them after the eye-tracking module has
confirmed that the user looked at the address bar. The
task of the eye-tracking module is to interact with an
eye-tracking device. We selected an eye-tracking camera
which could provide an interface to obtain an end user’s
eye position from our implementation.

Our prototype was implemented as an extension of
Google Chrome, therefore written in JavaScript, and con-
sisted of roughly 100 lines of code. We also selected Eye-
Tribe-Tracker [35] as the eye-tracking device. Its software
development kit (SDK) embeds the function of web server
and provides the user’s eye position in JavaScript Object
Notation (JSON) format messages.

Due to the performance difference, this device could not
correctly deal with eye-fixation, however, our implementa-
tion checked if the user looked at the area of the address
bar and 50 pixels of margins on each side. It stores the
30 seconds of eye-tracking records, and inspected his/her
gaze position in one second intervals, and reactivated the
forms when the position of the gaze was in the area for at
least one time interval.

The limitation of our prototype was the localization of
the address bar. Instead, it measured the absolute position
within the screen. Assuming the browser’s window is max-
imized, the position of the bar can be easily estimated.
We will discuss about methods for locating the bar in
Section IV-D.



TABLE II: Conditions of each site used for evaluating EyeBit

# Website Phish Lang Description
1 Yahoo yes JP dmiurdrgs.cher-ish.net, once reported as a phishing site
2 PayPal no EN EV-SSL
3 eBay yes EN signin-ebay.com, similar to legitimate URL signin.ebay.com
4 DMM no JP SSL
5 Amazon yes EN www.importen.se, once reported as a phishing site
6 Bank of America no EN EV-SSL
7 Facebook no JP SSL
8 Square Enix yes JP hiroba.dgx.jp..., similar to legitimate URL hiroba.dgx. jp
9 Twitter yes JP twittelr.com
10 Google no JP SSL
11 Battle.net no EN EV-SSL
12 Sumitomo Mitsui Card yes JP www.smcb.card.com. ..., similar to legitimate URL www.smbc-card.com

TABLE III: Decision results of participants

# A1 Ay A3 Ay As  Bi By Bz Bs Bg
1 F F F F
2
3 F F F F F
4 F F F
5 F
6
7 F
8
9 F F

10 F F

11 F F F F

12

D. Evaluation

This section evaluates the effectiveness of EyeBit. As
our pilot study, in May 2014, we invited ten participants
and performed a within-subject experiment. The partici-
pants browsed six emulated phishing sites and the same
number of legitimate sites, as listed in Table II. They
checked whether the site appeared to be a phishing site
or not. Among the ten participants, nine belonged to Nara
Institute of Science and Technology, and the rest belonged
to the University of Tokyo. All of them were male, two
of them completed their M.Eng degree in the last five
years, while the remaining were master’s degree students.
We explained to them our purpose, goal, and usage of the
collected data as stated in Section III-B.

The experiment is composed of the following steps.

1) First stage: labeling websites 1—4
All participants were shown four websites 1 — 4 in
Table IT and checked whether the sites were phishing
or not. When the participant deemed the site legiti-
mate, he/she would input the word “john” as a pseudo
persona for the website’s username input field.

2) Educational break
Before employing EyeBit, we would explain about
what the address bar indicates. The participants
would be shown with our educational material. With
reference to typical material [36], we convinced them
to carefully check the website’s URL, the presence of
an SSL padlock icon, and the EV-SSL information.

3) Second stage: labeling websites 5-8
After the educational break, five of the ten partic-
ipants would equip with EyeBit and be explained
about EyeBit; input forms would be deactivated until
the browser’s address bar was gazed upon. The rest of

the participants were not equipped with EyeBit. This
differentiation was made to comparatively study the
effectiveness of EyeBit.
All participants were shown four websites 5 — 8 in
Table IT and checked whether the sites were phishing
or not. Similarly to the first stage, the participants
inputted the word “john” to the website’s input form
when deeming a site legitimate. The five participants
equipped with EyeBit would need to activate the
forms by checking the address bar before labeling a
website as legitimate.

4) Interval for sanitizing
Basically, people tend to be sensitive to phishing after
the education. We wait one hour for interval between
the second and last stage.

5) Last stage: labeling websites 9-12
Finally, we let all participants show the last four
websites 9 — 12 in Table II. We intended to analyze the
behavioral differences between five participants who
used EyeBit and the rest participants who did not use
EyeBit. We also planned to observe remaining effect
of education, therefore, all participants did not equip
EyeBit.

The detection results were shown in Table III,
where Aj --- A5 denote the participant who used EyeBit,
Bj - - - By denote the participant who did not use EyeBit,
the letter “F” denotes that a participant failed to judge the
website, and the empty block denotes that a participant
succeeded in judging correctly.

We assumed that participants A; and As were novices.
Since they had no criteria for making decisions, they often
received strong signals from web content and hence, they
answered all of websites in the first stage as legitimate.
After the education, they were seemed to have criteria, so
they could perfectly answered to the websites 5 — 8. During
one hour, the effect would not be significantly attenuated.
In the case of websites 9 — 12, they saw the browser’ address
bar at least ten seconds, even if they did not equip EyeBit.

The participants B - - - Bs did not employ EyeBit, and
we speculated that the participant By and Bs were also
novices; they could not correctly identify phishing websites
in the first stage. However, their eye movement were
formed to see the address bar after the education.

There were some reasons that EyeBit worsened in the
participants A; --- As compared to when it was not used
B --- Bs. We assumed that the most predominant reason
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Fig. 5: The average time required for making decision for
websites 1-3 (blue), websites 5-7 (orange), and websites
9-11 (gray), in respectively

was the small sample size. In the cases of the participant
A, and As, EyeBit had a potential for making them
paranoid, since websites 9 and 10 were legitimate but
were labeled as phishing. The another reason was that the
educational effect did not dissolve in one hour, and hence,
the participants Bj - - - Bs performed better.

We then conducted a follow-up study in June 2014. The
study was focused on four novices, namely the participants
Ay, As, By, and Bs3, and we observed the difference of
the educational effect remains in four participant after one
month. The participants were shown websites 1 to 20 in
the table II. We observed that the participants A;, As, and
B often looked the browser’s address bar, although the
participant Bs did not. In regard to a difference from the
pilot study in May 2014, the participants A5 and By could
judge correctly the websites 1 — 4. Through the follow-up
study, no false negative error was observed in the case of
the participant A; since he often looked at the bar. In the
case of the participant Bs, the false negatives increased in
comparison of the pilot study. In particular, he answered
that the websites 1 — 4 seemed to be legitimate, as same
as the first stage of the pilot study.

Due to the small number of the participants, it is
difficult to accurately determine that EyeBit could exert
the educational materials in long time period. However,
based on the observations of the pilot and follow-up study,
we assumed that EyeBit is helpful for getting the habit of
seeing address bar while making trust decisions.

IV. DISCUSSION

A. Potential inconvenience caused by EyeBit

The primary motivation for our experiment was to
assess the effectiveness of EyeBit in influencing users’
behavior to check the address bar. Essentially, it must be

investigated the address bar to correctly judge, therefore,
time increase for seeing the address bar must be accept-
able.

However, the significant time increase might penalize
users’ convenience. In general, there is a tradeoff between
usability and security, and hence EyeBit would penalize
the user’s experience to the benefit of security. There are
various methodologies for estimating the convenience, and
here we tentatively employed the overhead of time spent
on the site as a measure.

Fig. 5 shows the average time for making decision,
where x axis denotes the number of seconds, y axis de-
notes each participant, Average(A) is the average time of
Ap -+ As and Average(B) is the average time of By - - - Bs.
The blue bar denotes the average time for the first stage
(websites 1 — 3), the orange bar denotes the second stage
(websites 5 — 7), and the gray bar denotes the last stage
(websites 9 — 11). Note that we could not obtain the time
on the last websites in each stage due to the limitation of
our experiment system, the time spent in the website 4, 8,
and 12 were not measured.

In comparison to the results, we could not observe
significant increase of time raised from EyeBit. We con-
firmed that it took 22.5 seconds at the second stage for
the participants with EyeBit, whereas 11.9 seconds for the
participants without EyeBit. However, once the user gets
in habits of seeing the address bar, the average time was
deceased to 18.5 seconds, whereas it took 14.7 seconds. In
regard to the differences among individuals from the first
stage, we assumed that the inconvenience caused of EyeBit
would be negligible.

B. FEducational approach

Education is one of the straightforward ways to counter
phishing since phishing problems are caused of human
errors. There were much number of educational materi-
als. For example, Merve et al. [37] proposed educational
materials and a strategy on preparing to avoid phishing
attacks.

Despite claims by security and usability experts that
user education about security does not work [38], there are
some evidence that well designed user security education
can be effective. Kumaraguru et al. proposed to employ
a comic as an educational material [39]. They tested the
educational effectiveness of 30 subjects with three types of
educational materials. Their results suggested that typical
security notices were ineffective. Their results also indi-
cated that that their comic strip format was more effective
than the text and graphics. Sheng et al. [40] found that the
game is a novel educational material. The main character
of the game was Phil, a young fish living in the Interweb
Bay. Phil wanted to eat worms so he can grow up to be a
big fish, but has to be careful of phishers that try to trick
him with fake worms (representing phishing attacks). They
conducted the total correctness of subjects’ classification
before and after the education. By using this game, the
correctness increased from 69%, before the education, to
87%. In the case of using existing training materials, the
correctness increased from 66% to 74%.



In contrast with past studies [37], [39], [40], our ap-
proach focused on getting habits, rather than development
of educational materials. Since educational materials are
often ignored by users, our EyeBit was designed for getting
end users to pay attention to the address bar.

An alternative approach employed learning science
principles in which phishing education is made part of
a primary task for users [41]. This intended to extend
their past research [39], and analyzed the individual user
characteristics for improving their educational materials.
Our EyeBit gave further evidence to their observations [41]
on personalization of phishing prevention.

C. FEvaluation of effectiveness

All at first, getting habitual actions usually takes time.
EyeBit selected a methodology which enforces end users to
see the address bar before using input forms, and there are
many alternative methodologies for getting habits. Com-
parative study among methodologies should be considered
in future works.

In order to confirm these effectiveness gained by Eye-
Bit, we will evaluate the effectiveness for long-term reten-
tion. Nevertheless there are few research focused on ob-
serving the effectiveness in long time periods, Kumaraguru
et al. [42] conducted the evaluation of various educational
materials. In the case of EyeBit, we should evaluate the
effectiveness to end users in different mental modes; the
results might be different if the users feel stressed. It
may be difficult due to the potential violation of the
ethics whenever we intentionally make stressful events to
participants.

Furthermore, we will conduct our evaluation of mod-
ularity for EyeBit in regard to cognitive aspects. Aside
from anti-phishing, understanding users’ mental state with
eye-tracking may be feasible solution to personalize cyber
defense systems. Since recent social engineering employs
psychological manipulation techniques, the anomalies in
mental state might be recognized by observable behavior.
To assess this hypothesis, we will analyze end users’ be-
havior, find its characteristics, and develop personalized
defense mechanisms in consideration of the attributes of
each end user. As shown in section II-C, eye movement
will give much insights while estimating the users’ behavior
and its foundation.

For evaluating the effectiveness, elimination of bias
might be discussed. In our experiments, there were some
bias due to the number of samples and/or biased samples.
In order to thwart the bias, we will present our prototype
of EyeBit at shared code repository [43]. It is possible
by distributing the work as browser-extension with some
feedback and getting a large population of users to agree
to use it.

D. Limitation of implementation

In this study, we used two eye-tracking devices that are
designed for non-mounting monitoring. They are usually
affected by sudden movements of head, neck and/or face.
In order to suppress it, the head-mount eye-tracking device

might be available. Our experiments were intended to
thwart participants’ inconvenience caused by equipment of
the head-mounted device. However, it might be worthwhile
to evaluate EyeBit in the case of using this type of devices.

As we mentioned in section III-C, the limitation of
our prototype was recognition of the address bar. EyeBit
should identify a browser window on the screen at first, and
then recognize the position of its address bar. One possible
way is pattern matching in a digitized image. Alternative
is estimating from the position of the browser’s top-left
corner. In both cases, adjusting for each participant will
be necessary.

A potential implementation issue is lack of support
for smartphone devices. Recently, people use smartphone
devices as well as personal computer. However, smart-
phone users are also faced with cyber crimes, since the user
interfaces for smartphones are constrained by their small
screens, browsers in the smartphones often lack a function
for showing trustworthy indicators. Due to the small size of
the smartphone browser’s address bar, it is necessary not
only checking the users’ gaze to the address bar, but also
monitoring their additional activities. This might entail
the best practice for browsing with smartphones, but it is
beyond the scope of this paper.

V. CONCLUSION

Basically, habits of checking the address bar will exert
security education and knowledge, improve a chance to be
aware of security information from browsers, and work like
a conditioned reflex action regardless of the users’ primal
concern. This paper therefore focused on enforcing end
users to get the habit of checking the address bar. Our
key contribution is development of EyeBit, which aims end
users acquiring the habit of seeing browser’s address bar
before entering any data into websites. EyeBit was able to
control web input forms, and deactivate all of them until
the end users saw the address bar. By interacting with
eye-tracking devices, it finally activated the forms when
the users saw there.

We confirmed that the effectiveness of seeing the bar, at
first. Our participant-based test showed that the decision
accuracy increased by checking the address bar. Based
on the observation, we designed and implemented EyeBit
as a browser extension with eye-tracking camera. In the
pilot study, we performed new participant-based test. The
effectiveness of the education with EyeBit succeeded to
form the behavior of novices. We found the inconvenience
caused of EyeBit was negligible. One month later, we
performed a follow-up study to observe behavior of novices.
The pilot study could not show significant difference in
the case of the education without EyeBit, however the
follow-up study indicated that EyeBit could decrease false
negative errors in which a participant deems a phishing
website as legitimate. The eye movements of novices who
employed EyeBit in the pilot study often checked the
address bar. We therefore considered that EyeBit was
helpful for getting the habit of seeing address bar while
making trust decisions.
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