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Problems Proposed Approach
» Goal: Identify spamming infrastructures * Infer botnets from spam cam!oaigr;s
» Spammers send numerous emails in a  Identification of spam campaigns?
stealthy manner using botnets * Find spams with common tokens?
- Difficulties to identify spamming botnets = Easily evaded with obfuscated
» Each bot sends a small number of techniques (e.g. URL shortening)
spam emails * FInd spams serving a common
» Bots are spread worldwide purpose _
» Spam campaigns last for months = Cluster spams content with fuzzy
i ) \ hash! )
Methodology
1. Feature extraction (tokens, email body, title, ...)
2. Campaign clustering
using fuzzy hashing > match limit
3. Botnet inference . Previous
. alculate '
using SMTP servers path Anew || Content | | Caloulate " atoh deares campaigns
spam extraction| "| fuzzy hash (within one
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Fuzzy hashing: < match limit
 Based on 2 hash functions
 Compute hashes that are comparable with weighted edit distance (match degree)
- -
Results
» Dataset: 540k spam emails from a few accounts.
Time evolution of top 35 campaigns: Content characteristics of top 100 campaigns:
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. = campaigns usually last a few months = MD5: 2 types of campaigns, URL: good token )
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